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Gartner Top 10 Security Projects

No. 1: Privileged account management

No. 2: CARTA-inspired vulnerability management
No. 3: Active anti-phishing

No. 4: Application control on server workloads

No. 5: Microsegmentation and flow visibility

No. 6: Detection and response

No. 7: Cloud security posture management (CSPM)
No. 8: Automated security scanning

No. 9: Cloud access security broker (CASB)

No. 10: Software-defined perimeter

https://www.gartner.com/smarterwithgartner/gartner-top-10-security-projects-for-2018/
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Knaccuyecknn nogxopn 3awmTbl NPUBUIIErMPOBaAHHOIO A4OCTyNa
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B yem npobnema?
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U3onauua akTMBOB U NPOTOKONUpPOBaHUe AeNCTBUN
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[MaponbHaa nonuTUKa
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YnpaBneHue naponsamu
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CYAEBHBIN AEHAPTAMEHT [Tpejicenarensany pafoHHbBIX CY0B
npK r.MockBb!

BEPXOBHOM C¥/E
POCCHUCKOMN DOEJIEPAIIH

Yupasienie
Cyaednoro aenapradenra
81, Mockne
Howsrexsii Syaseap, 1.28/33, cp.i-a

Mockea, I'CIT, 121069,
1e3, 691 16 37 gake 690 1994

AL OE A2\ YD SJLE KL

Ha Ne T _

B csasn ¢ npukaszom deaepanbhodi caykOss Gesonacnocri ot 21 mwiona 2012 1.
N MMB-7-6/535 BCCM  TEXHHUCCKIM OOCAVAHBAOMMHM  OHIHANLHLIX CaiTOB
PAORHBIX CYAOR 110 1. MOCKHE B IPUKAZHOM NOPAAKE CMCHHTH NAPOIL OT AKKAYHTOR
amaierparopa Ha aBu2ChSo B ueasx ySueHHs y3080ii 6e30MacHoCTH.
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YnpaBneHue naponsamu
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YnpaBneHue naponsamu

http://www.theguardian.com/uk/2012/nov/20/prince-william-
- photos-mod-passwords
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http://arstechnica.com/security/2015/04/hacked-french-
network-exposed-its-own-passwords-during-tv-interview/
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YnpaBrnieHue Krnryamu
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YnpaBrieHue Kno4vyamu
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10 accounts for view: Windows Server Local

Status Username Address | Platform name Dual control

& Administrator FINWEBO2 exFinance com Windows Server Local Accounts WIN-LCL SRV-ADMIN I

FINWEBO? exFinance.com Windows Server Local Accounts WINLCLAPP-ADMIN

adminisrator FINTS02.exfinance.com Windows server Local Accounts WINALCLSRV-ADMIN B

FinAdmin FINTS02 exFinance.com Windows Server Local Accounts WIN-LCLSRV-ADMIN

Administrator FINTSO1.8xFinance.com windows server Local Accounts WIN-LCL-DSKADMIN
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FinAdmin FINTS01 exFinance.com Windows Server Local Accounts WIN-LCL-APP-ADMIN

WIN-LCL-SRV-ADMIN

Windows Server Local Accounts WIN-LCL-DSK-ADMIN

Administrator FINAPPOZ.EXFINance.com windows Server Local Accounts WIN-LCL-DSK-ADMIN
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CyberArk’s Privileged Account Security Solution

Core Privileged Account Security O
Y

I'_L 4’;%;? G II\ App IdePEE.Ij ll:‘lranager
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Enterprise Privileged Session Privileged Threat
Password Vault® Manager® Analytics

Credential protection, Session Isolation and Monitoring, l |

Privileged Analytics and Threat Detection

. . . Endpoint Privilege
Least Privilege Control for *NIX and Windows Servers Manager

and Domain Controller Protection

On-Premises

DevOps &Apps
Secrets Management

Endpoint Least Privilege,
App Control & Credential
Theft Protection
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[Mporpamma rurmeHbl paboTbl ¢ NPUBUIIETUSIMMU

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

CdokycmpoBaTbCs Ha atakax, NO3BONSAKOLLNX NOMYYNTb MOMHbLIA KOHTPOSb Hag
nHdpacTpykTypon (Hanpumep, Kerberos Golden Ticket).

KoHTponupoBaTb 1 06e30nacutb MHPPACTPYKTYPHbIE aKKayHTbI.

MI/IHI/IMI/I3I/IpOBaTb BO3MOXXHOCTW CKPbITOro nepemeweHnd 3J710yMbllWIeHHNKa no
MchpaCprKType.

3alWmMTUTb akKkayHTbl OT CTOPOHHUX NNnaTdopM.

Ynpaenate SSH kntodamu goctyna K KputudHelM Unix cepeepam.

3awuTa B obnakax n DevOps.

3aumTa akkayHTOB KPpUTUYHbIX a9 bmu3Heca.
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Customers Worldwide

INGR ©®  er@
vodafone

UnionBank /N4 ‘0' M Manulife Financial
Banking. Simplified.

‘ For your future

3,400+ Global Customers
More than 50% of Fortune 100

More than 25% of Global 2000

13y AMERICAN
ELECTRIC
POWER

ConAgra

& Foods
Food you love

CYBERARK
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Beaywme aHanntukm o CyberArk

Gartner

IDC

Analyze the Future
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sKUppingercoie

CyberArk npeanaraet nonHoueHHbIN cnekTp PAM npoayKToB, KOTOpbIe NLEH3MPYIOTCA OTAE/IbHO M NOCTaBAAOTCS
B Buae MAK nnam AO (Gartner)

CyberArk — ato «big gorilla» n nngep B 06nactn PAM .... MapKeTUHT 1 BU3HEeC HaueneHbl Ha peleHne npobnem
3aKa34ymMKoB U PpyHKUMOHan npoaykTa (IDC)

CyberArk Privileged Account Security yctaHoBui10 30n10TOM cTaHAapT PAM 1 npoaorKaeT 3aHMMaTb AMampytolmne
nosnummn B gaHHom obnactun (KuppingerCole)
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COMPLETENESS OF VISION As of November 2018 © Gartner, Inc

THE FORRESTER WAVE™
Privileged Identity Management
Q4 2018
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Ceptudukaumnsa

CUCTEMA CEPTHOUKANHNHU
CPEJCTB 3AIIUTHI UHO®OPMAIIUHA

IO TPEBOBAHHUSIM BE3OITACHOCTH HH®OPMAIINH
Ne POCC RU.0001.016M00

CEPTU®UKAT COOTBETCTBUA
Ne 3739

Beigan 21 anpens 2017 r.
Hedicreurenen no 21 anpens 2020 r.

Hacrosmmii  ceprHHUKAT YAOCTOBEPAET, 4YTO NPOrPAMMHLI  KOMILIEKC VIDABJICHHS
NPHBHICTHPOBAHHBIME YYETHBIMH 3ANHCSMH, CECCHAMH W NpHBHJIEr
Account Security 9.7, paspaGorannbiii komnanueii CyberArk Softw i
AO «HMudo3ammray B COOTBETCTBHM C TEXHHUYECKHMMH  YCIOBHIMH CHCTEMA ’H‘OBPOBO‘HbHOH CEPTUOUKALINHA
(YHKIMOHHPYIOLIMH B CPe1aX OMePallMOHHLIX CHCTEM, YKa3aHHBIX B (of P TABITIPOMCEPT
15 ®O, sBAsercs NPOrpaMMHBIM  CPEACTBOM  3alMMTBI  OT  HeCaH POCC RU.3022.041000
K uHpOpMaLuH, He cojepxKalieli CBEICHHH, COCTAB/IMIOWMX FOCYAapeTBe
(YHKLMM ynpaBlIeHHs 10CTYIOM, HACHTH(OHKALIMK, Ay TeHTH(HKALKN CyObe
COOBITHI Ge30NACHOCTH, COOTBETCTBYET TPeGOBAHMAM TEXHHHECKHX YCIoBH OPTAH 1O CEPTH®HKAIMHM npoaykuuu «kHUA COKB» I'O00.RU.11 13

110 SKCIUTyaTalLuH, PUBEAEHHBIX B dopmymape 5090-003-82487552-15 @O. O6uiecTBa ¢ orpauuqeuuoﬁ OTBETCTBEHHOCTBIO
Cepry(MKkar BBIAAH HA OCHOBAHMM PE3YJILTATOB CEPTHHUKALMOHHE «Hay4yHO—HCIBITATEIbHbIH HHCTHTYT CHCTEM obecnevyeHus
ucnbiTatensHol  naboparopueit AO «Hayuno-nponssoncTeenHoe o0ber KOMILJIEKCHOI 0e30macHOCTH» (OC «HUHU COKB»)
s iondc ol epT18.04.2017 Ne C31 3"1%302%["(7"5”00'50'3) et 117246, r. Mocksa, Haysmbii npoesa, 1. 6, Tei. +7(495) 646-75-63, pake +7(495) 646-75-64
Vs, s HOINO 3aKMIOYCHHA OT AL N opraHa no cepru

MHQOPMALMOHHBIX ~ TEXHOMOrMH W KOMIOHEHTOB»  (arrecrar  akkf CEPTH@I/IKAT COOTBETCTBI/IH

Ne C34 RU.0001.016M00.A003).
Ne 1000.RU.1113.H00329 In 2533
Cpok JeHCTBHS C  03.07.2015 mno  02.07.2018
NPOAYKIUS

KoMiuieke ynpaBJeHHsi YYeTHBIMH 3aNHCAMH M eIHHOI ayrentuduranneii (YY3EA)

(CTI1A.468244.006-TY), cepuiinplii BBINYCK i
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oleg.kotov@cyberark.com
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